
Free resources (and where to report)
Everything on this page is free and comes from US government agencies or a nonprofit. This kit
packages the same ideas into a ready-to-run session for your office. You don't need to buy
anything else to use the pages below, and we don't earn anything from them. None of the links on
this page are paid or affiliate links.

Free guidance to read or share
What it is Who runs it Address

Cybersecurity for Small Business: free guides
on phishing, business email imposters, tech
support scams, ransomware and more

Federal Trade
Commission (FTC)

https://www.ftc.gov/business-guidance/
small-businesses/cybersecurity

Teach Employees to Avoid Phishing: steps for
training staff and building a reporting habit

Cybersecurity and
Infrastructure Security
Agency (CISA)

https://www.cisa.gov/audiences/small-
and-medium-businesses/secure-your-
business/teach-employees-avoid-
phishing

Four Cybersecurity Essentials for Businesses: a
printable fact sheet (phishing, strong
passwords, multi-factor authentication,
updates)

CISA https://www.cisa.gov/resources-tools/
resources/four-cybersecurity-
essentials-businesses

Cyber Guidance for Small Businesses: an action
plan broken down by role, including tabletop
exercises

CISA https://www.cisa.gov/cyber-guidance-
small-businesses

Multi-factor authentication: what it is, and why
phishing-resistant methods are strongest

CISA https://www.cisa.gov/MFA

CISA Tabletop Exercise Packages: ready-made
discussion exercises, including phishing and
ransomware scenarios

CISA https://www.cisa.gov/resources-tools/
services/cisa-tabletop-exercise-
packages

Business Email Compromise: how to guard
against it and what to do if it happens

FBI Internet Crime
Complaint Center (IC3)

https://www.ic3.gov/CrimeInfo/BEC

Gift card scams: how they work and how to
contact gift card companies if you paid

FTC https://consumer.ftc.gov/articles/gift-
card-scams

Caller ID spoofing: how faked caller ID works
and how to check a call

Federal
Communications
Commission (FCC)

https://www.fcc.gov/spoofing
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Where to report (also free)
Report this Where

Business email scams, wire or payment fraud, and
other online crime

FBI Internet Crime Complaint Center: https://www.ic3.gov/

Scams and fraud, including gift card scams FTC: https://reportfraud.ftc.gov/

Phishing emails (forward the email) Anti-Phishing Working Group, a nonprofit:
reportphishing@apwg.org (details at https://apwg.org/
reportphishing/)

Identity theft, for example if customer or staff
details were stolen

FTC: https://www.identitytheft.gov/

Money already sent? Call your bank first, before filing any report, and ask them to recall or reverse
the payment. Then file the report.

Official pages checked on Oct 24, 2026: every page listed above. Agencies move and update pages; if an address stops
working, search the agency's name and the page title. Not legal advice. Small-Office Phishing Drill Kit, Tech Cheat Codes,
v1.0. Need help? Visit techcheatcodes.com/support/
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